
Alternative thinking about printing

HP Access Control Secure  
Authentication—Proximity Readers

If you need to control access to HP MultiFunction Printers (MFPs) 
and printers in your organization, install HP Access Control 
Secure Authentication. Users will then use their corporate 
proximity badge to gain access to the device functions such 
as email, fax, copy, or scan. No more login/password to 
type on the MFP front panel!
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Up to 1 million user badges
HP Access Control Secure Authentication is a  
sophisticated badge reader directly connected to the 
HP LaserJet MFP, combined with a software running 
inside the printer. 

Up to 1 million users can be recognized per MFP. The 
badge and users list can be securely stored on every 
MFP hard drive or validated instantly against LDAP or 
Active Directory. 

User self-enrollment
HP Access Control Secure Authentication features a 
unique self-enrollment capability, where users can 
enroll and de-enroll their badge on MFPs without 
needing any IT support.

Authenticate for MFP applications
The administrator can define MFP functions that users 
must show their badge to access. Upon badge number 
validation, the MFP recognizes the user name, login, 
and email address. That information is then used by 
the MFP application such as email sending (FROM 
field), copy tracking, or secure printing to reclaim the 
print jobs. 

Authenticate for Secure Printing
On printers and MFPs, Authentication can be used 
with HP Access Control Secure Printing. Users can  
reclaim their print jobs stored on the printer or MFP 
disk, or on remote servers, by simply showing their 
badge. This feature requires the HP Access Control 
Secure Printing module.

Usable with all MFP functions
Authentication can apply to fax, email, copy, print 
jobs, scan to folder, DSS Workflow, job tracking, and 
many other MFP functions or solutions.

Alternate Authentication
Alternate PIN or LDAP authentication is available for 
users without badges.

Supported Proximity badges
HP readers are available for HID Prox, HID iCLASS, 
Mifare, Smartcards, and Indala badges. Please  
contact us for other types of badges.

System requirements
Supports most HP LaserJet printers, HP LaserJet MFPs 
and Digital Senders. 

Package includes
HP Proximity reader, firmware module, cabling, routing 
adhesive brackets, user and administrator guide.

Regulation
CE and FCC Certified
WEEE and RoHS compliant
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To learn more, visit www.hp.com

To get started or for more information, contact your 
HP sales representative.


